Y

A Naming Service Architecture and Optimal Periodical
Update Scheme for Mobile Agent System

Suphithat Songsiri

IEEE.International conference on intelligent agent, web technology and internet commerce ( IAWTIC 2005)
Vienna,28-30 November 2005

8 DEC 2005 kollogquium DFG 1



A Naming Service Architecture and Optimal Periodical Update @;
Scheme for Mobile Agent System '

Agenda

e Motivation

e Background & Problem Statements

 Naming Service Architecture Design

» Optimal Periodical Time Threshold Calculation

e SUMmMary

8 DEC 2005 kollogquium DFG 2



Motivation Y

Mobile agent communication: e.g. messaging

1 Wants to send message to B
2. Where is B? :
“3. Who should i ask?

*
.
.
““
.
Y

~1. How can one know i am here ",
: 2. How can one send message
L tome?
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Background & Problem Statement (1)

Communication:
e Synchronous : Dialoque
« Asynchronous : Message Passing

Unique
Identity /™~

Message
Delivery
Algorithm

.0
.0
*

Communication

Establishment
« ¥.

Tracking
scheme
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Background & Problem Statement (2)

Unigue Identity: one name implies one mobile agent.

Problems:
e Impersonation
e Conflict in message delivery scheme

Existent Countermeasures:
e Hash function
« DNS-style

Approach: PKI and Digital Signature
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Background & Problem Statement (3)

Naming Service

Task: After receiving the location request, it must
return an addres, e.g. IP of the visited host, to the
reguestor.

Architecture:

Centralized Distributed
v | v v | v
A cluster A Server GD GD
of Servers Clusters Servers
of Servers

GD: Geographically Distributed
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Background and Problem Statement (4) &

Centralized: One (cluster) localized Server(s)

Server 1 Server 2 Server 3

Advantages:
[_;E 1. Easy management

| 2. Load balancing ( cluster)

Disadvantages:
1. Bottleneck
2. Service unavailability
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Background and Problem Statement (5)

Distributed: Geog. dispersed (cluster) Server(s)

Advantage
1. Support global scale system
2. Load balancing ( cluster)

Disadvantage
1. Complex Management
2. High Implementation Cost

..,..-f‘""::Server 1 Server 2 Server 3

o
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Background and Problem Statement (6)

Location Update Algorithm:
1. Simple update
2. Movement-based update

3. Time-based update

Tracking Mechanism: Forwarding Pointer
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Background and Problem Statement (7) &

Time-based update + Forwarding scheme

S, pointer S, pointer S, pointer S; pointer

Sy So | S, S; | Ss S2 | S,
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Naming Service Architecture Design

Design Objectives:

 Naming Function
» Server selection & Load Balancing

e Current location Retrieval

 Location Update

..-_..f""éerver 1 Server 2 Server 3

A
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Naming Function &

Name's Properties: Singularity and Unpredictability

Owner —Selected Cluster :
R = ENC, o [S190uner LR, » KEMEL Agent's Information]] (1)

R, = Readble name
Kernel = Initial values and Codes

Agent's Information = Task, Ability, Optimal Time Threshold
Number of Updates and Lifetime
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Server Selection and Load Balancing (1)

Server Selection:

Server 1 Server 2 Server 3

1. Round Trip Time (RTT) ;u ;ﬂ Qﬂ

2. Number of hops |

.I\ Custer Manager

3. Number of administive system

Z

. =min {(OL*RTTCS +B*Ngg)}  witha+p=1 (2
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Server Selection and Load Balancing (2) U
Dispatching Policy: Static or Dynamic
o Static algorithm: Random or Round-Robin

 Dynamic algorithm: State information,
e.g. Queue length CPU utilization etc....
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Current Location Retrieval Y

Current location request:

Requestor —=* _ Cluster :

LR =ENC, ., [S19- (Ry, Owner 'sPublickey, RH's Identity)] (3)

Current location:

Message

Cluster >Requestor :
CL =ENC_,[SI94 (R, Owner 's PublicKey, Kernel, Location,
Re maining time to update)] (4)
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Optimal Time Threshold Calculation (1)

) ) Previous update Mext Update
THi: Host Residence Time.

Independent identically distributed A T, A
random variable (iid rv.) ‘ "
Fi(Ty, ) = General Distribution function of Ty, T,
f (T, ) = Probability Density function Ty, *
R (T ) = General Distribution function of Tg, N
THi TH1+1 TH1+2 THH |

'z (Tr, ) = Probability Density function of T,

e 1=

H;

TMi = Forwarding Pointer Maintaining Time
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Optimal Time Threshold Calculation (2)

Cy = u*FUfe } ©)
T

CM - M *|:T|:cife :|*|:i;V(i)*[E[TR1]—I— sz)j*E[THj+1]:|:| (6)

T,x«= Mobile agent's Lifetime
U = Cost of performing a location update

M = Cost of maintaining forwarding pointer per unit of time
T = Optimal time threshold 0<T<T

V(i) = Probability there are i visited hosts between
two location updates
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Optimal Time Threshold Calculation (3)

T_Cost(t) =Cp (1) +C,, (1)

:U*Pfe}M{MHM{E[Wizl ,-*E[THM]H -

T T

Derivation of v(i), wheni=1

Previous Following _ _
upgate updpte Calculation of rR('I}%) using renewal theory
T :
A. ...................... >
............ L-FlTy, 1]
I'r (TRi ) — (8)
.<. ............................ > E[TH ]
TRi |
SR p
Ty,
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Optimal Time Threshold Calculation (4)

Calculation of v(1)

v(1)=P[Tg, > 1]
=1=PJT, < 1] (9)
= Lo R, (1)
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Optimal Time Threshold Calculation (5)

Previous Following
update
updAate A

 PT— O >
T e >
Tg,

4. ............................................... »4. ........................................... .>
Ty, Ty,

e | = 2, v(2) can be described as

v(2) = P[T,, <t]*P[Tg, +T, >1]

=PlTy, ST U-P[Te 4T, <] 7
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Optimal Time Threshold Calculation (6)

» General form of v(i)

V(i) = {ﬁ P{anTHj < rﬂ {1— P{(Zi: T, )< rﬂ (11)

j=1

Remark T, =Ty
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Optimal Time Threshold Calculation (7)

 Derivation of forwarding pointer maintaining time

T

cu e[ [ v e e,

Previous

8 DEC 2005
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Optimal Time Threshold Calculation (8)

Ty =E[Ty +T, +T, +T, ] Ty, =E[Ts 1+E[T, 1+ET, J+E[T,, ]
T|v|2 :E[TH3 +TH4] ﬁ TM2 :E[TH3: +EFH4]
Tl\/l3 = ErrH4] T|v|3 n E[TH4:

Total Time=E[T,, ]+E[T,, ]+ 2*E[T,, ]+3*E[T,, ]

i1
When i =4 {E[TR1]+ _ZO J* E[THM]}
j=
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Optimal Time Threshold Calculation (9)

T_ Cost(z) @{} @{ i }’{iv(l)’{E ]+ z j*E[THJ+1]ﬂ

e Parameter initiation:U, M, T, and Probability density of
host residence time.

U = accounts for bandwidth utilization and computation requirement

M = memory usage
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Optimal Time Threshold Calculation (10)

* Probability density of HRT is exponential distribution.

fH (THi ) :KeXp(_KTHi) THi >0
=0 T, <0
. (A) using probability plotting. Assume to be
A=0.1

T\ Can be estimated by multiplication of total number of visited host
with average host residence time
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http://www.weibull.com/AccelTestWeb/calculating_the_parameter_of_the_exponential_distribution.htm

Simulation (1)

Simulation Parameters

Tiie= 200
A=0.1
U=2

M =1

max nums of visted host = 15

Simulation Result
=24

Topt

e 1=2427,31 can be used awell
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Location update and Stale Location info

Location update: performed by mobile agent

UL = ENC g | [Ry, Remaining _updates],[Sig,, (kernel, host_addr] | (12)

Stale location information:
a host retrieves an agent’s location shortly before the agent

performs its following update.

Message

Cluster > Re questor :
CL = ENC.,[S19 ¢ (R, Owner 's PublicKey, Kernel, Location,

Re maining time to update)]
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Summary

 Naming service architecture

» Server selection and load balancing
e Load distribution

e Secure name resolution

 Optimal time threshold calculation
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